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As an organization begins their digital transformation, the cloud often
becomes a focal point of that migration. Moving from an on-premise
infrastructure to a cloud or hybrid cloud environment can be a daunting
task with alot of room for error; couple that with upwards of hundreds of
thousands of sensitive personal data records, and that error becomes a
very real danger to an enterprise’s operation.

It’s critical to make sure that all of your information,
including your data lake, is migrated properly and
efficiently, which makes a sound cloud migration
strategy key.

O
00

Thisis where Collibra’s partnership with Amazon Web Services (AWS)
can help.

Though brief, the history of data lakes has gone through a few
remarkable changes. The term “datalake” was once synonymous with
acentralized on-premise Hadoop cluster, however, the speed of data
acquisition has forced organizations to move to a distributed setup. And
when the datais acquired faster than it can be moved, a centralized data
lake is of no avail.

The solution to thisissue: the cloud. Cloud services, specifically AWS,
offer the flexibility and scalability organizations need to store their

data lakes without using the amount of resources on-premise storage
requires. The key is balance. As organizations continue to search for

the right balance of their cloud and on-premise solutions, they need to
consider the challenge of separating the movement and location of their
data from the need and experience of how their users find it.

Finding confidence when moving
to the cloud

Getting asingle view of all of an organization’s data and analytics assets
isachallenge. There are several data dimensions that can clutter the
overview, making it difficult to find the most accurate, trustworthy

data. For thisreason, a catalogis acritical asset because it gives youa
comprehensive view of your distributed data landscape.
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Datainyour catalog should be served to you in the same way,
independent of its source system, location, or ownership silos.

Anoverview of this scope hasits own challenges to consider: How can
you trust data that is coming from sources you're not familiar with? A
catalog that simply enables you to find dataisn't sufficient; youneed a
catalog that indicates whether data s trustworthy or questionable.

A proficient catalog will break your data out of its silos and help you
determine which data you can use and for how long in an easy-to-
understand fashion. Additionally, you need a catalog that can provide the
business context of your data. Business context enables your business
users to have more insight into your data, in turn, making them more
inclined to use the data which willgenerate business value.

AWS and Collibra: a solution
to the dilemma

Virtually every data platform has a version of atechnical data catalog.

In Amazon’s case, AWS Glue service crawls the data lake for technical
metadata. While AWS Glue is a premier service for technical users, it
doesn't give business users the information they need like business
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context, personnel context, objective quality metrics, subjective
appreciation, lineage, and internal and external data usage policies.

Collibrahas been working with AWS since Collibra was founded. All

of the cloud instances Collibra sells today are hosted on AWS and our
collaboration with AWS is continuing to an official partnership. This
partnership willinclude moving specific core components of the Collibra
platform to AWS as well as leveraging AWS Glue and other services.

For customers who have a data lake built on the Amazon stack, Collibra
added support for the Amazon Simple Storage Service (S3) in addition to
the support for Amazon Redshift that’s already in place. This means that
customers who currently have their data lake on Amazon S3 can now
use Collibra Catalog to understand the business context of their dataina
governed state.
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Amazonis known for its online shopping service and now the Collibra
Catalog offers a similar shopping capability for data. Collibra’s
partnership with AWS provides our customers with a one-stop shop for
data. The Collibra Catalog allows you to track the entire data shopping
processincluding:

Guidelines andinformation regarding the datausage

Awareness of the retention periods and ability to revoke access when the period has
expired

Indication of data quality
Enforced security policies

Datasubject tracking

Purpose
Limitation
Data Quality 1 [ Retention
w Periods
Security Data Sets Data Subject
Policies Rights

The Collibra Catalog gives you a solution to visualize the business
context of your entire datalandscape by providing connections to a set
of Bltools and to over 300 data and analytics tools and applications.

Cataloging Amazon S3 content
with Collibra

Ourintegration with Amazon S3 uses the AWS Glue service to complete
tasks like crawling and profiling your data. Traditionally, these tasks
require alot of resources to complete; however, using AWS Glue,

those resources are only deployed at the time they are needed which
generates enterprise-wide efficiencies.
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How it works

In Collibra Catalog, indicate that you would like to register adata source,
thenclick on “Amazon S3.”

Remote file systems

a Amazon 53

Give the file system a name and determine where you want to store
the results of the crawling and who should own this file system assetin
Catalog. You canalso provide a description for the file system, though
thisisn’t required.

Register Amazon S3 file system x

Community *

| | Business Analysts Community v ‘

File system name *

[Production 1 |

Description

This is the Production S3 environment for the BAs|

Owner *

Peter Princen »

<Back Register

After clicking “Register,” the file system asset is created and you can
provide the AWS credentials required to crawl the file system. Then,
enter the access key, the secret key, and the name of an|AMrole to
allow the use of the AWS Glue and gain access to the buckets you
would like to crawl.

= @D | BB |0 || &

& Business Analysts Community » T Enablement 53

S3FS Production 1
Type: 53 File System © Status: Candidate Approval Ask the Expert Copy Asset. Create Issue

Connection details

Access key ID
AKIAICIZWD|ZMZVDKBSQ

Secret access key IAM role

Ak AWSGlueServiceRoleDefault

Edit connection details
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Once you are connected to the file system, you can begin to define the
areas of the file system you want to register in the catalog. To do this,
you need to define one or more crawlers. To define a crawler, you need
to give itaname and determine which folders to include or not include.
This caninclude folders, certain file types, files with a particular naming
convention, etc.

In the example below, the Enablement folder contains two subfolders.
Both will be registeredin Collibra Catalog. In this situation, the crawler
recognized the different files in the Employee Data folder as a single
parquet file that was spilit for efficiency purposes; thus, itis represented
asasingle table within Catalog.

MMM

Haa Q Ty

el - — [ — - E

B Marketing data

Once you have an Amazon S3 object registered in Collibra Catalog, it will
be profiled and you can link it with policies, add data quality measures,
and provide business context. All of this extrainformation makes it

easy for the business user to identify whether the datais useful to their
particular role. If so, they can add it to their shopping cartin Collibraand
follow the checkout procedure. In the background, Collibra checks the
applicable policies and requests the input from the necessary people to
getthe accessapproved.

Once completed, Collibra gets an access key for this specific request so
the requester can access the data they need. Once the approved time
period for this access has expired, Collibraremoves access using this
accesskey.
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Create

P
pprove | v Add to Data Set
@  Approved ) a0 B =

< Data sources » B Ahal b 21 aha-refined » [ Ideas

I [&]  summary
Description
i Last modified an 3 Jun 2018, 11:34 PM

[ Details This table holds rated and refined data, callected from the system Aha! API's (Get ideas for fetching the Last synchronization 15 Jul 201, 09:12 PM
= nformatio on the Amazon 53 Raw file zone. The data is centified for use and curated by the data
B Columns(say governance council. Contans daa tha is Pl level 2 o
Organization

§f  Sample data " & Schemas b 7 ana-refined
Business context

emmurity » B Domain & Community * G

Owner
o5 Diagram Customer Customer name
= il ¥ Joranna Znou
B Plcures (6) & Community * B Domal & unity b T
E@ Customer ID Bl Customer email Subject Matter Expert
wiliam Parker Data Custodians
P Data quality See all (52 a L
@ samir Arstan
B8 Responsibilities S all(5}
Columns ]
S References Row count
Mame Primary Key | Data type represented by Business Asset 11345
D Histor
2 24 admin_respanse_id v et Response i
iyt Tags
& Flesi created_by. Mumber User id
This is walue 1256 This is value 1256
Ak This is value 1256 This is value 1256
Text This is valua 1256 This is valus 1256
See all(52)
admin_respanse_bady Text Response
See all (93~ Related reports
X deas by vate @
Sample data 122)
Ideas By Number af Vates and by Workflow
admin,_response... | created by user.. | assigned to user.. | assigned to user.. | admin response... Source : Aha APl > AWS S3 Raw Zone —» AWS §3
D 12-358-11 49005320 john fisher@acme. fisher Hi Jahn, thank y. IdeasByDomain
m
D 12-506-34 34953304 helene amadou@a.. hamadau Please check id ..
\deas per Assignee
0 12.599-32 33950345 megan jhonson@a njohnsen am merging L 1145)
umber of Ass gnee
1011245622 49950324 marysmithiaar nsmith ieflo, | would 5.
na APl > AWS 52 Raw Zon
[ 1233542 490582673 william parkeriza wparker Blease clarify th

LRy —

T secret ke

Athena Server

Is essentia for Osts Ussge

Request access to Amazon S3 data Access approved, Collibra provides
access information

Additionally, Collibra visualizes the source to usage lineage of any
Amazon S3 object. Therefore, if a user accessed the content of a file on
Amazon S3to create areportin Tableau in the past, for example, this
will be visible in the lineage provided by Collibra. Our integration with
analytics tools allows Collibra to generate this link automatically without
the intervention of a data steward.
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Connect Open Discover
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Above provided credentials used through Tableau

The partnership with Amazon delivers the most benefits to users that
use AWS Glue as their preferred ETL tool. Collibrareads the AWS

Glue ETL scripts tovisualize the ETL lineage from AWS Glue in their
generallineage view. So, not only will you be able to view the relationship
betweenareport and its source data, but you will also be able to see

the transformations that occurred throughout the stages of the

datalife cycle.

SYS AWS Europe West Legend
EZ] Tableau View

EQ Tableau Workbook

0 Tabieau Project
& Tableau Site

B Tabieau Server
# Report Atiibute

E Report Attribute
Mapping
# Schama

has input

i AhaldeasRefl +
nement

Amazon Giue ETL

B3 sysem
implements  produced by = ETL Seript
is grouped nto BNf| Data Entity
%% aha-refined 4 W Data St
[ Business Process

s partof

” 1on1 mapped Magping—a s Name
N — asieg o I Wortion Shtve

Wide lineage of Tableau report using Amazon S3 data
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Connect Discover

¥ |
- - Find available data
Quickly find the right actionable
data (reports, data sets,

systems, ...) inyour enterprise
data catalog

Understand
your data Lineage of AWS Glue ETL process

Easily understand your data
through discovery, profiling,

automated classification and ConCIUSion

datasamples

So,how does the Collibra Catalog partnership with Amazon
change the day-to-day of your user? It offers an entry point to the
datalandscape that allows them to find, understand, and trust their
data. It provides a unified and organized view of the scattered data
landscape, encouraging the user toimmediately refer to the Collibra

. .. ldentify trusted data

Have visual access to the quality
and policies related to your data

Collaborate around
our data Catalog for any data-related matter. And because the catalog offers

y o business context, users can quickly understand the datathey are
Through crowdsourcing with using. They will know how to use the data appropriately because it
your peers and data experts T . .. . .
" . is linked to the proper applicable policies, and the stewardship will

« « « tobecomemoreeffectiveasa .
data citizen. Tapinto the tribal give users a sense of the human aspect of the data. Thanks to data
knowledge of people through shopping, they don't have to wait to get access to the data they need.
tags, comments, ratings and
repeatable workflows
Activate your data

Automate the requesting and
granting of access to cloud data
leveraging services like Amazon
Athenaand AWS Identity and
Access Management
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